ABSTRACT | Cybersecurity and resiliency of wide-area monitoring, protection, and control (WAMPAC) applications is critically important to ensure secure, reliable, and economical operation of the bulk power system. WAMPAC relies heavily on the security of measurements and control commands transmitted over wide-area communication networks for real-time operational, protection, and control functions. The current ªN�1º security criterion for grid operation is inadequate to address malicious cyber events; therefore, it is important to fundamentally redesign WAMPAC and to enhance energy management system applications to make them attack resilient. In this paper, we present three key contributions to enhance the cybersecurity and resiliency of WAMPAC. First, we describe an end-to-end attack-resilient cyber�physical security framework for WAMPAC applications encompassing the entire security life cycle including risk assessment, attack prevention, attack detection, attack mitigation, and attack resilience. Second, we describe a defense-in-depth architecture that incorporates attack resilience at both the infrastructure layer and the application 
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I. IN T RODUC T ION
The traditional electric power grid is undergoing a massive transformation across its entire spectrum-generation, transmission, and distribution-through the various smart grid initiatives driven by the U.S. Department of Energy [1] . Under the smart grid vision, the electric power grid is envisaged to leverage advances in several areas such as renewable integration, distributed generation, microgrids, demand response, plug-in hybrid electric vehicles, advanced metering infrastructure, increased deployment of advanced measurement devices such as phasor measurement units (PMUs) for synchrophasor measurements, and high-speed communication networks to support synchrophasor applications. Wide-area monitoring, protection, and control (WAMPAC) essentially consists of a mix of modern and legacy measurement and actuation devices interconnected by a diverse variety of communication and networking technologies. WAMPAC applications provide control room operators with adequate situational awareness to securely and reliably operate the grid during system disturbances and natural events. Therefore, WAMPAC applications serve as an essential backbone for bulk power grid security, reliability, and resiliency.
Inherently, the secure and reliable operation of WAMPAC relies heavily on the security of wide-area measurements and control commands transmitted over the supervisory control and data acquisition (SCADA) communication networks for real-time operational, protection, and control functions. However, recent findings documented in government reports and other literature indicate the threat of cyber-based attacks is growing in numbers and in sophistication targeting the energy sector and in particular the electric grid [2] - [6] . A major cyber incident in the bulk power system, such as the recent one in Ukraine [5] , could have potentially serious consequences in the grid operation in terms of socioeconomic impacts, market impacts, equipment damage, and/or largescale blackouts. Several efforts at the national level such as the U.S. Department of Energy cybersecurity roadmap for energy delivery systems [7] , North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) [8] , NISTIR 7628 [9] , and a National Electric Sector Cybersecurity Organization Resource (NESCOR) report [10] have been initiated, and are being undertaken to ensure that appropriate best practices, standards, and safeguards are put in place to enhance the security and resiliency capabilities of the electric power grid against sophisticated cyber threats.
The main focus of this paper is to introduce architectural concepts and algorithms pertaining to the cyber-physical security of WAMPAC applications, covering mostly the bulk power system. To that end, the key contributions of this paper include: 1) an end-to-end attack-resilient WAMPAC security framework that encompasses risk assessment, attack prevention, attack detection, attack mitigation, and attack resilience; 2) defense-in-depth architecture for attack-resilient WAMPAC that encompasses infrastructure and application-layer resilience; and 3) attack-resilient WAMPAC algorithms for key WAMPAC applications that leverage measurement design, cyber-physical system (CPS) model-based anomaly detection and mitigation. In addition, the paper also provides pointers to current and relevant literature that describes specific solution approaches in detail, wherever applicable.
The remainder of this paper is organized as follows. Section II provides a general introduction to WAMPAC through a high-level conceptual architecture and a quick overview of different types of cyber attacks in the context of WAMPAC. Section III presents an elaborate discussion on the end-to-end cyber-physical attack-resilient framework for WAMPAC. Section IV introduces the defense-indepth architecture for achieving attack-resilient WAMPAC. Section V describes in detail the pertinent research issues for each aspect of WAMPAC separately, and briefly describes several attack-resilient WAMPAC algorithms to address those issues with illustrative case studies. Section VI summarizes the contributions of the paper and provides some general conclusions.
II. WA MPAC-A RCHIT EC T U R E A ND C Y BER AT TACK MODELS
WAMPAC applications leverage SCADA systems to monitor, control, and protect the power grid. These SCADA systems collect various types of measurements from remote substations that are spread all across the grid into the energy management system (EMS) software at the control centers where operators can observe the data and issue appropriate control commands to ensure the system is operated safely, reliably, and economically. Some of the fundamental WAMPAC applications at the EMS are state estimation (SE), which includes topology estimation, automatic generation control (AGC), real-time contingency analysis, remedial action schemes (RASs), security constrained optimal power flow (SCOPF), economic dispatch (ED), and unit commitment. The availability of widespread global positioning system (GPS) time-synchronized PMU data has enabled several new and emerging WAMPAC applications such as phase angle monitoring (PAM), power oscillation monitoring (POM), power damping monitoring (PDM), voltage stability monitoring (VSM), and dynamic line rating [11] .
A. Wide-Area Monitoring
SE is one of the basic wide-area monitoring applications that provide situational awareness about the system operating states to the operators. The state estimator relies on SCADA to obtain the status and analog measurements from the various remote terminal units (RTUs) at the substations. Based on the status measurements from the various breakers and switches at the substations, it builds a network topology, which is used by the rest of the EMS applications. This network topology is then used along with various analog measurements such as power flows, voltages, currents, tap settings, etc., to perform the SE process and obtain a snapshot of the system states, i.e., the voltage magnitudes and phase angles. This output of state estimator is used by several applications in the operations and planning of the power grid, such as contingency analysis, SCOPF, and various market applications. Typically, the state estimator is run once every 1 to 5 min at the utility control centers. Recent research efforts are looking at how high-fidelity synchrophasor measurements from the PMUs can be integrated into the state estimator to improve its performance. Also, as mentioned above, there are several WAM applications that rely exclusively on PMU data such as PAM, POM, and PDM.
B. Wide-Area Protection
Typically, power system protection has been a localized concept, where protective relays work in isolation to detect faults on transmission lines, bus bars, and equipment such as generators, transformers, or loads and act quickly to protect the equipment by opening the circuit breakers. Examples of such local protection schemes are overcurrent, distance protection, and bus-bar protection. Typically, these types of protection schemes rely on offline configuration of the relay settings by the protection engineers. However, with the advent of high-speed communication networks, protocols, and synchronized PMU data, several protection schemes that rely on wide-area communication and relay coordination have been deployed and are being widely used. Some of the examples are pilot protection schemes and RAS. By definition, RAS can detect abnormal or predetermined system events and conditions, and respond with quick, automatic corrective actions to prevent, counteract, and mitigate the propagation of a small disturbance into a large-scale event. Such actions typically include load or generation shedding (MW and MVAR), changes in system configurations such as tripping lines, etc., and are often designed as safety measures to ensure the wide-area interconnected system does not cascade under stressed operating conditions. RAS are extremely sensitive to time delays and have strict timing requirements, typically, in the order of 50-150 ms.
C. Wide-Area Control
AGC is one of the major wide-area control (WAC) mechanisms in the power grid and has been around for several decades [12] . The main function of the AGC is to ensure a tight system operating frequency band around the nominal frequency (e.g., 60 Hz in North America). The AGC algorithm uses tie-line power flow measurements, frequency measurements, and generation data obtained from SCADA in order to maintain frequency within acceptable limits, and also to ensure tie-line flows match their expected schedules for economical grid operations. Typically, the AGC algorithm runs once every 2-4 s and constantly adjusts system generation to follow the load in an automated manner without operator intervention. Similarly, regional (secondary) voltage control is another wide-area control application, although not widely deployed in the United States, that attempts to regulate system voltages through the use of voltage control devices such as shunt capacitors, synchronous condensers, and flexible alternating current transmission system (FACTS) devices [13] , [14] . There are several other emerging WAC applications as well that rely on the output of WAM applications such as PDM, POM, and VSM.
D. Cyber Attacks on WAMPAC
This section provides a brief overview of the different types of potential cyber attacks with respect to the generic WAMPAC architecture. It also provides a brief description of the mapping of cyber layer attacks onto physical system impacts through the associated WAMPAC applications with example scenarios. Fig. 1 shows a high-level schematic of a generic WAMPAC architecture with the various components as part of the cyber and physical layers at the control center and the substations. At the control center we have the EMS that runs various WAMPAC applications. At the substation, we have the protection elements such as the relays, PMUs, and the actuator elements that control the real and reactive power outputs of generators, transformers and other voltage control elements such as capacitor banks. Fig. 1 also highlights the attack points on this architecture with lightning bolt symbols. As shown in Fig. 1 , all the elements that are part of the cyber layer at both the control center and the substations are vulnerable to multiple types of cyber attacks.
1) Attacker Model:
The overall landscape of potential attackers is quite broad, ranging from unsophisticated script kiddies and disgruntled employees all the way up to terrorist groups, trusted insiders, and sophisticated actors backed by nation states, as identified in NERC's Cyber Attack Task Force (CATF) report [6] . As mentioned in the CATF report, though the likelihood of a coordinated and stealthy cyber attack from the sophisticated actors is small, the potential consequences to the reliability of the grid could be catastrophic. Therefore, the threat model we consider for the various cyber attacks on key WAMPAC applications involves sophisticated attackers who could perform coordinated attack actions both spatially and temporally, and also attempt to evade detection through stealthy attack vectors that impact the reliability of the bulk power system. Some of these stealthy attack vectors leverage prior knowledge about the measurement configurations, system topology, and operational parameters to perform consistent data manipulations that deceive existing bad-data detection mechanisms in the control center EMS.
2) Types of Cyber Attacks:
There are several types of sophisticated cyber threats such as intrusions, denial of service (DoS), malware, insider threats, and other forms of targeted attacks, which establish some sort of backdoor into the system for exploitation at a later point in time. The underlying implementation mechanisms of cyber attacks are constantly evolving, and therefore the list of cyber attack mechanisms mentioned above may not be exhaustive. However, irrespective of the specific implementation mechanism of a cyber attack, its impact eventually is reflected in one or more of the key cybersecurity properties such as confidentiality (C), integrity (I) and availability (A), also commonly known as the CIA properties. Specifically, for the purpose of this paper, we focus on the types of attacks that impact the integrity and availability of measurement and control data because they are considered to have a direct impact on the reliability and security of the bulk power system. Therefore, we classify the different types of cyber attacks for WAMPAC cybersecurity into one of the following categories: data integrity attacks, DoS attacks, time-based attacks, replay attacks, and coordinated attacks [14] , [15] .
• Data integrity attacks: Attacks that target either the measurements or the control signals, e.g., man-inthe-middle (MITM) attacks. • Coordinated attacks: According to the NERC High Impact Low Frequency (HILF) report, coordinated cyber attacks present a major threat to the reliability and security of the power grid capable of causing cascading blackouts on large portions of the system [16] . Coordinated cyber attacks represent a class of attacks where the adversary coordinates the attacks from multiple points in either space (spatial attacks), or in time (temporal attacks), or a combination of both. The coordinated attack vectors could take into account the system responses to initial disturbances and could cause secondary and tertiary events, which could steer the system into instability, eventually leading to a cascading failure scenario. Fig. 2 shows the mapping of the different types of cyber attacks onto the various cyber resources such as the SCADA servers, human-machine interfaces (HMIs), historians, field devices, network infrastructure elements such as routers and switches, and network protocols. Fig. 2 further maps how these in turn impact the WAMPAC applications such as SE, AGC, RAS, etc., eventually leading to operational impacts, such as overloads, load loss, and economic impacts like locational marginal price (LMP) fluctuations. 
III. END -TO -END AT TACK-R ESILIEN T C Y BER-PH YSIC A L SECU R IT Y FR A ME WOR K FOR WA MPAC
In this section, we describe an end-to-end cyber-physical attack-resilient framework for WAMPAC that extends across the spectrum of the various solution domains ranging from risk assessment to attack prevention, detection, mitigation, and resilience. Specifically, this section will provide a quick overview of an end-to-end security life cycle for cyber-physical attack resilience in the power grid and then explain in detail how the attack-resilient framework could be applied to address specific research issues on securing the WAMPAC applications in the grid. Fig. 3 shows an end-to-end security life cycle for attackresilient WAMPAC applications in the power grid through a hub-and-spokes model encompassing attack deterrence, attack prevention, attack detection, attack mitigation, attack resilience, and attack forensics. Attack deterrence is the ability of the defender to positively influence the potential adversary not to carry out attacks through laws, policies, treaties, or via the possession of offensive capabilities. Obviously, not every potential adversary can be deterred; in such cases, attacks from them must be prevented. Attack prevention is the ability of the defender to prevent attacks on the system via risk assessment, risk mitigation, security processes, technologies, and practices. NERC CIP compliance covers several aspects of attack prevention [8] . Not every attack is preventable (e.g., zero-day exploits); in such cases, those attacks must be detected online and suitable mitigations must be applied to maintain or gain operational status of the system without any degradation or violation in performance, stability, or operational security of the grid.
It is important to note that not every attack can be detected and mitigated; in such cases, the system must have adequate resiliency to maintain or regain operational status, perhaps at a degraded level of performance, stability, or reliability. In the worst case scenario, some attacks may penetrate this end-to-end security chain (not deterred, not detected and mitigated, no resilience against) and cause damage to the system; in such cases it is useful to do forensic analysis to determine the source and originator of the attack. Such an analysis would help to deter future attacks. Traditionally, the problem of attack attribution has been very difficult to solve, because adversaries are always a step ahead of the defenders. Additionally, there are inherent challenges in performing live attack forensics on SCADA systems with diverse, and often legacy, hardware and embedded software, while attack deterrence typically ties to policies, laws, and offensive capabilities. Therefore, we will only elaborate on aspects from attack prevention through attack resilience as part of the framework for the rest of this paper.
Essentially, each spoke of the hub-and-spoke model highlights some of the innovative cyber-physical security approaches that leverage sound mathematical and scientific tools and enabling technologies to prevent the succession of attacks along the security life cycle. Fig. 4 shows the attackresilient research framework for WAMPAC applications in the power grid. In particular, it shows how the various potential solutions at the different spokes in the security life cycle, namely, attack prevention, attack detection, attack mitigation, and attack resilience, fit into the WAMPAC conceptual architecture. The framework also includes the traditional SCADA measurements that are fed as inputs to the WAMPAC applications at the control center. Under the context of coordinated cyber attacks, these SCADA and PMU measurements (analog/status) could be subject to different types of cyber attacks such as data integrity, DoS, MITM, and replay attacks that adversely influence the outputs of the WAMPAC applications.
A. Attack Prevention
In the proposed framework, attack prevention would be achieved through a combination of multiple approaches: quantitative risk assessment, attack-resilient measurement design, and moving-target inspired algorithms.
Quantitative risk assessment involves modeling all the components of risk, namely, threats, vulnerabilities, and impacts, using approaches such as probabilistic or gametheoretic modeling. The use of game-theoretic tools allows some flexibility to adapt the modeling by allowing for different attacker models and behaviors in different settings, and provides a pragmatic method to characterize the impacts of different types of cyber attacks; it also helps to identify mitigation measures, either in terms of cyber layer security reinforcements or in terms of developing new operational planning approaches to reduce attack impacts, depending on problem formulation.
Attack-resilient measurement design involves algorithms that identify and recommend redundant measurement deployments that could be fed additionally into the WAMPAC applications, thereby increasing the difficulty of creating successful attacks. The optimal selection of redundant measurements is achieved by formulating a design problem that optimizes the placement of new sensors (e.g., PMUs) such that the accuracy, bad-data detection capability, and observability of the system improve while satisfying cost constraints.
Moving-target inspired algorithms leverage a redundant measurement design and randomize the associated design parameters at the WAMPAC algorithm level while still ensuring that the functionality of the algorithm is maintained. 
B. Attack Detection
In the proposed framework, CPS model-based anomaly detection approaches that leverage sound mathematical tools from machine learning and related domains are critical for the detection of cyber attacks beyond traditional information technology (IT) intrusion detection techniques. Additionally, specification-based anomaly detection approaches serve a complementary role to CPS model-based approaches and enable the reduction of false positive rate by capturing the normal behavior and existing security policies as part of a formal specification or language.
1) CPS Model-Based Anomaly Detection:
These approaches would essentially leverage information from independent and redundant information sources such as forecasts, historical data, weather, and market data. The output of traditional WAMPAC algorithms such as SE or AGC can be validated through several application-specific anomaly detection rules that capture the correlation between the actual and predicted data based on probabilistic or statistical characterization. This characterization defines the boundaries of when data is classified as an anomaly and typically involves tradeoffs between false positives and false negatives to achieve optimal performance.
2) Specification-Based Anomaly Detection:
These approaches would rely on defining the existing communication behavior of the various system components at the protocol level through the form of a formalism such as an abstract specification language/grammar, regular expressions, finite state machines, Petri nets, etc. Existing specification-based anomaly detection approaches are able to capture, track, and validate the current state of the communications between system components as a result of a well-defined specification of the underlying communication protocol behaviors and sequences [17] - [20] .
C. Attack Mitigation/Resilience
In the proposed framework, attack mitigation/resilience would be achieved using CPS model-based mitigation, and dynamic system reconfiguration and resiliency algorithms appropriately. These approaches would rely on sound tools from control theory to identify optimal system responses.
1) CPS Model-Based Mitigation:
One of the aspects of attack mitigation/resilience in the proposed framework is the ability of the attack-resilient WAMPAC algorithm to recover from faults, either partially or completely. Based on the output of the anomaly detection module, if the data are considered "anomalous," a CPS model-based mitigation method would be triggered. This module typically would use a similar subset of redundant information (described earlier) to mask or recover from the measurement anomalies. For example, if the SCADA measurement data used by the AGC application are found to be untrustworthy, then the control signal would be calculated based on a statistical model that uses short-term load forecast information along with system generation parameters to predict its most likely value for a particular balancing authority area until a redundant, trusted source of SCADA telemetry is restored.
2) Dynamic System Reconfiguration and Resiliency
Algorithms: Another aspect of attack mitigation/resilience in the proposed framework is the ability to dynamically alter the configuration of the power system to minimize the effects of the attack on the grid. This type of countermeasures is critical for attack-resilient protection, where the failure of protection schemes like RAS could potentially cause cascading outages in a very short time frame. Examples of such dynamic reconfiguration and resiliency are intelligent islanding of the system and generation redispatch to relieve overloads. As part of the proposed research framework, software defined networking (SDN)-based cyber-physical approaches that involve a correlation of cyber and physical state information for WAMPAC and market applications would be explored. Also, various dynamic routing and network reconfiguration strategies would be analyzed by quantifying the latency and service interruption caused by them versus the security benefits offered by them in terms of reducing the attack surface on the fly [21] .
I V. DEFENSE-IN-DEPTH ARCHITECTURE FOR ATTACK-RESILIENT WA MPAC
Transforming the "fault-resilient" power grid of today into an "attack-resilient" power grid of the future, capable of surviving sophisticated cyber attacks, requires an end-toend comprehensive technical approach that incorporates both offline and online security measures across cyber, control, and physical layers of the system, leveraging CPS security properties at multiple levels for different attack classes. The electric grid's cyber-physical properties, legacy attributes of control systems, and physical redundancies must be incorporated in the development of smart grids tailored by a CPS security and resiliency approach. This section presents an overview of the proposed defense-in-depth research architecture that includes both infrastructure and application layer security measures at multiple levels for different attack classes.
Admittedly, there is no single unique solution or "magic bullet" to achieve resiliency for the future power grid against sophisticated attacks. Typically, a defense-in-depth approach focuses on multiple levels of security to defend against a class of attacks, whereas a defense-in-breadth approach addresses a combination of techniques and tools across technological, human, and supply chain domains to defend against multiple attack classes. The term defense-in-depth has been interpreted quite differently across the various domains it has been applied to since its original inception in the military [22] . However, the use of multiple layers of defense measures is a common aspect in all these interpretations. Another aspect of defensein-depth is the ability to increase the cost of attacks for the adversary. While techniques such as moving target defense (MTD) could achieve this, they often utilize redundancy and diversity of solution tools and technologies, which could complement a "defense-in-breadth" approach. Therefore, these approaches are complementary and synergistic, and they need to be applied according to the problem addressed.
A comprehensive approach for securing the WAMPAC should involve this synergy of defense-in-depth and defensein-breath approaches appropriately at different levels such as control center, substations, and the field devices such as the intelligent electronic devices (IEDs) to protect from and be resilient against a wide class of advanced cyber threats. Also, the suitability of defense-in-depth versus defense-in-breadth approaches is often influenced by the various tradeoffs such as security versus usability, security versus performance, and security versus cost. For example, if multiple layers of security such as encryption are added, authorization on a highly time-critical wide-area protection application would strengthen the security, but it could lead to violation of real-time constraints. For the purposes of this paper, the term "defense-in-depth approach" refers to a combination of multiple layers of defense measures at multiple levels (control center, substations, IEDs) using a combination of traditional IT infrastructure layer and application layer security measures appropriately. This definition captures some of the essential aspects of both the approaches mentioned previously. Fig. 5 presents an overarching defense-in-depth architecture for attack-resilient WAMPAC. This architecture takes into account both the cyber and physical characteristics of the power grid by combining efforts to prevent, detect, mitigate, and be resilient to cyber attacks at both the infrastructure and applications layers. Fig. 5 shows how the measurements from the SCADA and PMU networks are screened at the infrastructure layer by traditional cybersecurity mechanisms such as intrusion detection systems, firewalls, etc. As a next layer of defense at the application layer, the framework consists of cyber-physical attack resilience that is incorporated into some of the fundamental applications in WAMPAC, namely, SE, AGC, and RAS. Fig. 6 presents the pertinent research issues and potential solutions for achieving attack resilience at the infrastructure layer for WAMPAC. The various issues are listed across the various solution domains, namely, offline risk assessment, attack prevention, and online attack detection, mitigation, and resilience. In order to have resilience at multiple layers in alignment with the defense-in-depth architecture, it is essential to leverage existing and emerging infrastructure-layer security measures to complement application-layer security approaches. We have listed some of the most pertinent research issues and potential solution approaches in infrastructure layer attack resilience here for the sake of completeness, but the primary focus of this paper is to elaborate on application-layer cyber-physical attack resilience.
A. Infrastructure Layer Attack Resilience

1) Risk Assessment:
Conceptually, there are two main approaches to assessing risk, namely, qualitative and quantitative approaches. Qualitative risk assessment typically involves categorizing the known risks into discrete ranges according to the probability of each event and its consequence in order to create a risk matrix [23] . Based on the risk matrix, a risk rating can be obtained for each risk as a low-, medium-, or high-risk event. This serves to prioritize the identified risks and undertake appropriate risk mitigation measures to reduce residual risk. Qualitative risk assessment is easier to perform because it is based on operational experience and does not rely on obtaining accurate probability values for the various risks, which are often considered hard to quantify and standardize.
Quantitative risk assessment, on the other hand, attempts to model the behavior and interaction of the system using mathematical models in order to evaluate the risk and provide relative risk prioritization [24] - [26] .
Risk can be defined as the product of the threat of a particular attack, the probability that a particular vulnerability is exploited to execute that attack, and the impact it has on the system [27] risk = threats * vulnerabilities * consequences. (1) Threats originate from the various threat actors who could potentially attack the system. Threats essentially represent the probability that a particular threat actor would perform an attack. The various threat actors include script kiddies, hacktivist groups, disgruntled employees, malicious insiders, terrorist organizations, and rival nation states. Vulnerabilities represent the weaknesses in the cyber system devices, communication protocols, and software that could be exploited by the threat actors to perform a certain type of cyber attack. The exploited vulnerabilities could cause various types of consequences on the physical power system such as line overloads, voltage violations, unstable operating conditions, physical equipment damage, and even large-scale cascading blackouts.
Threats could be explicitly modeled using gametheoretic tools, because they capture human behavior and preferences better than other probabilistic approaches. Depending on how the game-theoretic model is formulated, the outcome of the game varies, and this translates into identifying the threats of various possible attack actions for specified attacker behavior and preferences [28] . From a practical perspective, threat modeling using game-theoretic tools is reliant on input data (probabilities) about sophisticated attacker behaviors [29] , [30] , which is extremely difficult. Obtaining realistic and meaningful input data for threat modeling remains an unsolved and open issue for most of the mathematical approaches. Therefore, most of the game formulations often rely on simplifying assumptions to leverage available empirical data [31] .
Vulnerabilities could be quantified as steady-state probabilities of certain types of events that affect grid reliability. Therefore, vulnerabilities are modeled by representing cyber system models and security mechanisms, such as password protection, firewalls, intrusion detection systems, etc., along with the specific application layer interactions, using mathematical modeling tools such as petri nets [25] . The probability values for vulnerabilities in the cyber network are typically obtained through empirical and/or simulation studies.
Impacts are modeled and quantified through power system simulations to obtain metrics that can be converted into cost. Examples of impact metrics that could be converted to cost are load lost, which could be converted into cost by multiplying it by the LMPs. Similarly, the other impact metrics could be quantified depending on the specific use case being considered.
Most of the existing quantitative approaches often neglect "threats" as part of the modeling because they are dependent on human behaviors that are hard to quantify. Therefore, risk is often modeled as just a product of vulnerability and impacts. Because the steady-state probability information that represents vulnerabilities is based on empirical data, there is no single range of risk values that could be considered acceptable. However, quantitative risk assessment approaches provide a relative ranking of risks that could be used to set acceptable thresholds. This would help guide optimal investments to secure the system and minimize the residual risk.
2) Attack Prevention:
Attack prevention typically involves a combination of authentication measures, access control, and authorization that manages user and information privileges for the various SCADA systems, and data encryption measures, wherever permissible, to protect from snooping and tampering. In addition, attack prevention could be achieved by exploiting redundant infrastructure elements (e.g., devices, network paths) to randomize the communication patterns and timing behaviors based on MTD-inspired approaches to prohibitively increase the cost of the attacks for the adversary [32] , [33] .
3) Attack Detection: Attack detection at the infrastructure layer typically involves the deployment of intrusion/ anomaly detection systems (IDSs) that are host based, network based, or a hierarchical/distributed implementation where the individual alerts from different IDSs could be correlated in a security information and event management (SIEM) software to identify coordinated attacks based on a combination of cyber layer information along with the physical system state information [34] - [38] .
4) Attack Mitigation and Resilience:
Attack mitigation and resilience involves dynamically changing the configuration of infrastructure elements like device configurations, network topologies, firewalls, traffic filtering, and honey pots. Also, in certain cases, several IDSs consists of features that provide some sort of active defense capabilities like dynamically modifying firewall rules, etc., that would classify them as intrusion prevention systems [34] , [35] , [39] , [40] . Some of the existing efforts in this area have looked at the concept of SDN to implement one or more of these features [41] , [42] .
B. Application Layer Attack Resilience
Fig. 7 presents the pertinent research issues and potential techniques that could be applied to achieve attack resilience at the application layer for WAMPAC. Similar to the infrastructure layer, the various research issues are listed across the solution domains from risk assessment to attack mitigation/resilience.
1) Risk Assessment:
Risk assessment is performed offline and typically involves modeling the different types of coordinated attacks such as data integrity attacks, DoS attacks, MITM attacks, and replay attacks on the different types of measurements and control commands. One of the key requirements for application layer risk assessment is integrated modeling of the different aspects of risk, namely, threats, vulnerabilities, and impacts, considering the cyber and physical system interactions together. The potential techniques for offline quantitative risk assessment include probabilistic models [26] , stochastic petri-net-based models [25] , and game-theoretic models [24] .
In order to get some intuition about quantitative risk assessment and how each of the three components in the risk equation [see (1) ] can be modeled, let us consider a simple example: the risk assessment for tripping of transmission lines by an attacker. For the sake of simplicity, let us consider only lines at two different substations. Let us also assume that an attack on substation 1 is more impactful than one on substation 2, because attack on substation 2 creates only a temporary failure. However, we also assume it is stealthier than the first attack due to the nature of the cyber components involved.
The steady-state probabilities for compromising the relays in substations 1 and 2 are obtained by modeling the cyber layer explicitly, and this involves the substation firewalls, the network switches, and the relays. Based on the specific device characteristics, each substation has probabilities for the attack scenario, which is the tripping of the relay in that substation.
In terms of impact, depending on the way the generation was dispatched, the two attack scenarios would have varying impacts. We could simply utilize the magnitude of load loss as an impact metric. A simple power flow solution or In order to model threats, we need to capture the preferences of the attacker in the modeling. This could be accomplished in a strategic game with cost functions that indicate relative preference. In our case, we can assume two specific attacker types: 1) the attacker prefers maximum impact; and 2) the attacker prefers stealthier attack. Effectively, this translates into two different cost functions for the attacker, and depending on the equilibrium solution of the strategic game, the attacker would choose one attack action over the other (tripping of relays either in substation 1 or substation 2). The equilibrium solution provides the values for the threat component of risk. Once we have these three individual components, we can obtain risk values that are specific to an attacker type and behavior for each of the two attack scenarios. A similar intuitive example is explained in more detail in [28] .
2) Attack Prevention:
Attack prevention at the application layer could be translated into having enough redundancy and diversity in the measurements that the attacker needs to compromise more devices in order to create a sophisticated, stealthy, and impactful cyber attack. The redundancy/diversity in measurements varies for different WAMPAC applications. For example, in SE it corresponds to increasing the status and analog measurements to detect and validate the existing measurements. Similarly, in the case of AGC algorithms, it corresponds to having more tie-line and frequency measurements. In the case of RAS, it corresponds to having multiple relays for decision making. If the system is designed with adequate redundancy, then measurements that are used as part of the specific WAMPAC algorithm or even some variations of the algorithm could be randomized such that the normal functioning is not affected. This would partially eliminate certain attack vectors by making it difficult for the attacker to create an impactful attack. The potential techniques for attack-resilient measurement design would be based on optimization theory and MTD for measurement randomization [43] , [44] .
3) Attack Detection: Attack detection at the application layer involves the development of CPS model-based anomaly detection algorithms that leverage certain redundant information sources such as system parameters, historical data, forecasts, market signals, etc., to develop WAMPAC application-specific anomaly detection rules that are complementary to traditional infrastructure-based anomaly/ intrusion detection algorithms. Using the anomaly detection rules, existing SCADA and PMU measurements could be correlated to detect malicious measurement anomalies. The potential techniques for attack detection would be based on system specifications or probabilistic and statistical characterizations to detect anomalies [45] , [46] .
4) Attack Mitigation and Resilience:
Attack mitigation and resilience at the application layer involves protection of the system reliability during extreme attacks where existing prevention and detection measures are inadequate. This involves approaches that dynamically change the system configuration in order to manage or prevent the attack impacts from causing major cascading outages. This could be achieved, for example, by dynamically changing the system topology, dispatching generation to relieve overloads, or intelligently islanding certain parts of the system. Another aspect of attack mitigation/resilience involves the use of CPS model-based and PMU data-based mitigation approaches as a backup for performing critical functions of WAMPAC applications. The potential techniques for attack mitigation/resilience would be based on optimization theory and probabilistic and statistics-based methods [46] .
V. AT TACK-R ESILIEN T WA MPAC A LGOR ITHMS
This section will present a detailed discussion on specific research issues that are relevant to key WAMPAC applications, and also on how such an attack-resilient framework could be applied to develop solution approaches along various stages of the security life cycle for each of the individual aspects of WAMPAC, namely, wide-area monitoring, widearea protection, and wide-area control separately.
As a general note, we would like to mention that many of the emerging WAMPAC applications rely heavily on the availability and integrity of widespread PMU data. Existing research counts on PMU data being part of solutions to cyber-physical security problems in the power grid. However, to the best of our knowledge, not enough work has been done to identify potential vulnerabilities, impacts, and solutions when PMU data are compromised. This remains one of the critical aspects in cyber-physical security of WAMPAC that warrants increased attention from the research community in the next decade. Therefore, we chose to focus the rest of the discussion on research issues and solutions that address existing and common WAMPAC applications, although some of the research issues and potential solutions apply equally to the new PMU-based WAMPAC applications as well.
A. Wide-Area Monitoring
1) Research Issues:
State estimators and several other WAM applications generally rely on accurate and timely analog and status measurements from remote substations for proper operation. Given that several of the traditional EMS applications rely heavily on the output of state estimators, securing them against cyber attacks is extremely critical. Much current and recent work has looked at what the stealthy attack vectors are in SE that go beyond existing detection methods [47] - [53] . These stealthy attack vectors target not only the analog measurements [47] , but also the status measurements, leading to incorrect system topology being used for SE [54] , potentially causing incorrect control decisions. Existing research also identifies various attack impacts on SE [47] , operational metrics like system operating limits [54] , and market impacts such as LMP fluctuations [53] . Some of the recent literature in this area also addresses the attack-prevention [48] - [50] , [55] , and attack-detection aspects [45] , [52] , [56] to incorporate cyber-physical attack resilience for the state estimator.
2) Potential Solutions:
Attack-resilient measurement design: One of the attack prevention measures for SE could involve attack-resilient measurement design, i.e., the optimal placement of new measurements, e.g., PMUs, in the system such that the system observability, bad-data detection capabilities, and detection accuracy are improved with the smallest number of new measurements added and at the lowest possible cost [43] , [57] - [60] . Fig. 8 presents a simple example using the IEEE 9-bus system to illustrate how this would work. The solid squares indicate existing power flow measurements and the arrows indicate injection measurements. All these measurements together form the existing measurement set. Under normal conditions, these measurements should provide observability and bad-data detection. However, during attacks these may not be adequate. Therefore, the attack-resilient measurement design (ARMD) process would take into account the existing measurement set along with the operating conditions and attack scenarios to identify the locations of the new measurements to increase redundancy of the existing measurement set at the lowest possible cost for several possible scenarios including loss of one or more substation RTUs due to cyber attacks [43] . As part of our detailed analysis in [43] , we performed a case study with the IEEE 14-bus system and obtained measurement placement for all possible scenarios that included loss of all measurements from an RTU or from two RTUs simultaneously. For a baseline measurement set that included 21 measurements, the ARMD methodology provided a minimal-cost solution with 12 additional measurements for ensuring observability during attacks that involve loss of up to two RTUs. The new measurement set not only provides redundancy, it also improves bad-data detection capabilities to detect falsedata injection attacks. As shown in the end-to-end attackresilient framework diagram (Fig. 4) , the ARMD process increases the attack resilience of WAMPAC algorithms by increasing the redundancy of the measurement set, thereby also increasing the difficulty of executing a stealthy attack.
Attack-resilient algorithms: Another attack prevention measure for SE is using the concept of MTD, where the measurement redundancy is exploited to create a dynamic measurement configuration every time the algorithm is run. This involves the potential randomization of measurements that are used in the estimation process while maintaining the system observability in order to increase the difficulty of executing a stealthy attack [44] .
CPS model-based anomaly detection: Attack detection in the case of WAM applications like SE would involve using information that is independent of traditional SCADA measurements to correlate and validate them. This would complement the existing bad-data detection methods and would help in the detection of stealthy attacks that could otherwise go undetected. For example, information from existing PMUs could be leveraged in conjunction with other information like historical and forecast data to characterize the variation of conventional state estimates and this information could be used to detect malicious measurement modifications [45] . Fig. 9 uses the same IEEE 9-bus system to provide a basic intuition about how model-based anomaly detection could be applied to detect stealthy attacks on state estimators. The existing measurements (solid squares and arrows) are sent to the control center EMS through a wide-area communication network and could be subject to stealthy false-data injection attacks. Typically, these data are used by the state estimator to produce estimates, and this is done by building network topology from status measurements and then feeding it along with the analog measurements into the state estimator. As part of attack-resilient anomaly detection (ARAD) methodology, information from load forecasts would be used in conjunction with the system model and the network topology to predict the system states for comparison with state estimates. Anomalies in state estimates could be identified by performing a statistical characterization of the difference between the predicted and actual state estimates using available historical data. As part of the ARAD approach, an empirical methodology to select the design parameters of the algorithm while ensuring very low false positives and false negatives is also described [45] . The ARAD approach relates to the idea of leveraging independent sources of information to potentially detect anomalies and increase attack resilience as identified in the end-to-end attack-resilient WAMPAC framework diagram (Fig. 4) . Fig. 10 shows how the proposed ARAD methodology is able to identify stealthy attacks on the system state variables by leveraging the statistical characterization. The top and bottom subplots show the difference between the predicted states and actual state estimates for one specific state variable for an entire day (288 samples), where each sample corresponds to a 5-min interval when SE is executed. In this experiment, we have performed the attack during only a part of the day and the attack period can be easily identified using the dotted lines between sample numbers 50 and 200. The solid, dotted, and dotted-dashed lines indicate the mean, standard deviation (SD), and 1.25 * SD of the differences between predicted state estimates and actual state estimator outputs, respectively. This is obtained by using historical load forecast and SCADA data. As we can see in the top subplot, without the attack, the differences between predicted estimates from ARAD and the state estimator outputs fall within the thresholds identified by statistical characterization. In the bottom subplot, we can see that the differences between predicted and actual state estimates fall outside the thresholds identified, enabling the detection of the stealthy attacks. More detailed experimental results are presented in [45] .
CPS model-based mitigation: In the case of SE, attack mitigation/resilience could be achieved by exploiting the measurement redundancy and ignoring measurements that were detected as anomalous by the anomaly detection algorithms. In certain cases, the removal of faulty measurements in the measurement set could cause a loss of observability and this would be typically handled with the addition of pseudomeasurements. These measurements are typically estimated from historical values and load forecasts. As the pseudomeasurements are generally less accurate than regular measurements, such an approach could also involve the optimal adjustment of measurement weights in order to minimize the impact on the state estimates.
B. Wide-Area Protection
1) Research Issues:
The inherent reliance on widearea communication and relay coordination of wide-area protection schemes [61] presents several vulnerabilities in terms of possible cyber intrusions to hinder or alter the normal functioning of these schemes. Therefore, it is critical to analyze how different types of cyber attacks impact the operation of the RAS and develop suitable countermeasures to mitigate the attacks. The existing literature has shown the vulnerability of RAS and other protection schemes to various types of cyber attacks and their impacts [62] - [66] . Considering the sensitivity of protection schemes to strict timing requirements, potential attack vectors could involve a combination of data-integrity and DoS attacks, as described in [62] , leading to the possibility of cascading outages on the grid. Also, addition of more and more wide-area protection (WAP) schemes to the power system introduces unexpected dependencies in the operation of the various schemes, and this increases the risk to the system from cyber attacks. It therefore becomes critical to reexamine the design of the WAP schemes with a specific focus on cyberphysical security.
2) Potential Solutions:
Attack-resilient measurement design: Attack prevention in particular will be achieved through redundant relay deployments for monitoring and mitigation in the RAS, associated communication channels, and coordination functions with suitable validations so as to ensure there is no single point of failure in the protection scheme. 
Attack-resilient algorithms:
Another aspect of attack prevention would involve randomization of relay coordination functions (e.g., randomly selecting a subset of relay communications from the redundant set for decision making, randomizing the timing of the device interactions within the latency constraints) so as to prevent the adversary from easily inferring the actual RAS operation accurately. Fig. 11 shows the IEEE 9-bus system to provide some insights on attack-resilient protection algorithms. In this figure, we have a redundant set of protection relays (indicated by the shaded and solid white squares) and RAS controllers (RAS C) at the control center EMS for a wide-area protection scheme. These components along with the generation controller (GC) are part of a generation reduction RAS that reduces generation when one of the two relays connected to substation at bus 7 trips out. As part of normal operation, only one set of relays, either the shaded or the solid white ones, is used as primary devices. The same is the case with the RAS controllers. The attacker could potentially leverage the static communication patterns and device configurations to trigger the RAS and block device communications during the RAS to cause further impacts to grid stability. But if the active set of devices that serves as primary for the RAS could be randomly chosen based on MTD approaches, the difficulty of executing an attack would be increased. This type of solution approach would increase attack resilience through dynamic system reconfigurations that do not impede critical operational functions as identified in the attack-resilient WAMPAC framework (Fig. 4) .
CPS model-based anomaly detection: Attack detection would incorporate spatial and temporal characteristics of substation automations (e.g., relay reclosure timings, relay fault zone coverage) and communications (e.g., relay coordination) together with physical system properties to identify potential cyber attacks. This would be implemented through a two-level hierarchical anomaly detection system: substation-level (level 1) detection of communication and physical anomalies pertaining to relay protection functions, and system-level (level 2) correlation of substation alerts and wide-area communication pertaining to system protection functions to detect system-level anomalies, including coordinated malicious cyber events.
Dynamic system reconfiguration: For a WAP application such as RAS, attack mitigation/resilience would involve a quick dynamic reconfiguration of the power system to prevent the propagation of the attack impacts. This could potentially include isolating the faulted portion of the system in the form of intelligent islanding schemes, transmission line switching to relieve overloads and eliminate stability violations, and/or generation redispatch, whichever seems acceptable and applicable to the utility operations considering the specific attack scenario.
C. Wide-Area Control
1) Research Issues:
Similar to the WAM applications, the AGC algorithm leverages the wide-area communications infrastructure of SCADA to obtain tie-line and frequency measurements at the control center, and issues control commands based on the area control error (ACE) values to the generating units [12] . Quite often, these measurements are obtained from sensors in remote, unmanned substations. This makes the sensors susceptible to compromise. Several efforts have studied the impact of data integrity attacks on AGC [46] , [67] - [69] . Similarly, the impact of data integrity attacks on voltage control application has been analyzed in [70] .
2) Potential Solutions:
Measurement/algorithm randomization: Randomization of tie-line or frequency measurements for AGC or of voltage measurements for secondary voltage control could ensure that even if certain devices are compromised, the measurements originating from them may not necessarily be used to calculate the control signals. Similarly, developing alternative algorithms and randomly selecting one during operation could render an attack strategy ineffective.
CPS model-based anomaly detection: The inputs feeding into the WAC algorithm are dependent on several factors such as time of day, weather, time of year, etc. Hence, the algorithm should be able to dynamically adjust bad-data detection rules according to the system conditions. The need is to develop algorithms for characterization of inputs based on existing system conditions. Attack detection should also include methodologies to distinguish measurements corrupted by cyber attacks from measurements observed during normal disturbances. This is critical because incorrect mitigation dispatched during normal system disturbances could further degrade performance. 
CPS model-based mitigation:
The mitigation algorithms should take advantage of physical system information in order to identify the best strategy to restore the system. For example, the ramp rates of generators could be useful in attack scenarios where the system generation has deviated from optimal. The mitigation algorithm could dispatch fast-acting units in order to quickly reestablish generationdemand balance. Research efforts should focus on improving forecast techniques and exploiting forecasts to operate mitigation strategies. The mitigation should include methods to identify compromised sensors and eliminate them from the computation of control signals. By using a combination of forecast-aided measurements for compromised sensors and actual system measurements from a set of trustworthy sensors, the error introduced by inaccurate load forecasts could be significantly reduced. Fig. 12 shows the IEEE 9-bus system with measurements and control areas to illustrate how the attack-resilient control (ARC) algorithm detects and mitigates stealthy attacks on AGC. The solid white and gray squares indicate frequency and tie-line flow measurements, respectively, for control area 1. The AGC algorithm running on the control center EMS for area 1 typically computes its real-time ACE (ACE RT ) using the tie-line and frequency measurements identified. A smart attacker could manipulate the tie-line and frequency measurements consistently to remain undetected in the basic bad-data detection checks in the EMS. Therefore, in order to detect such anomalies, ARC uses short-term load forecasts to predict possible ACE ranges (ACE LF ) for the current operating period and uses that for validating ACE RT . If anomalies are detected, then the ARC algorithm uses forecast-based ACE, ACE LF , as mitigation [46] . Fig. 13 shows results from an experimental case study on the IEEE 9-bus system, where the AGC measurements for area 1 are subject to a stealthy attack that tries to push the system frequency away from 60 Hz to cause load shedding. As a part of this case study, AGC is executed once every 20 s. As indicated in the figure, the results actually show three phases, namely, before attack, during attack without any mitigation, and during attack with ARC mitigation. In order to show the impact of the attack, we have plotted system frequency (top subplot), and area 1 generation set points (bottom subplot). Before the attack, we can see that the frequency is close to 60 Hz, and correspondingly the total generation in area 1 matches the load plus net tie-line power flow export. However, during the attack, the actual frequency drops due to incorrect generation signals sent to area 1. In order to clearly show how the spoofed tie-line power flow measurements and frequency measurements bias the AGC to continually issue generation ramp down commands, we have plotted the set points due to both spoofed and actual measurements in the bottom subplot. During the attack, we can clearly observe that the attacker is able to deceive the AGC algorithm into believing that there is excess generation. Therefore, during the attack phase without the mitigation, we can see that the AGC reduces area 1 generation from its ideal set points, leading to a decline in frequency. In order to show the effectiveness of the ARC algorithm, we activate the mitigation around 130 s, after which we can see that the Area 1 generation is restored based on load forecasts, and consequently the system frequency is restored to values much closer to 60 Hz. More detailed experimental results can be found in [71] . Through this case study, we can see how such a solution approach leverages CPS model-based anomaly detection and mitigation as described in the attack-resilient WAMPAC framework (Fig. 4) .
V I. CONCLUSION
In this paper, we have made three key contributions to enhance the cybersecurity and resiliency of WAMPAC. First, we outline an end-to-end attack-resilient cyber-physical security framework for WAMPAC applications in the power grid. Specifically, the attack-resilient framework addresses the entire security life cycle including risk assessment, attack prevention, attack detection, attack mitigation, and attack resilience. Second, we describe a defense-in-depth architecture that incorporates attack resilience at both the infrastructure and the application layers. This layered defense architecture for WAMPAC leverages domain-specific security approaches at the WAMPAC application layer in addition to traditional cybersecurity measures at the IT infrastructure layer. Third, we identify pertinent cyber-physical security research issues for key WAMPAC applications and describe several attack-resilient algorithms leveraging measurement design and CPS model-based anomaly detection and mitigation to address the research issues identified. We also provide illustrative case studies to provide fundamental insights into various attack-resilient prevention, detection, and mitigation algorithms. The research issues and potential solutions identified in this paper open up several avenues for future research in this area. The proposed framework, architectural concepts, and attack-resilient algorithms would serve as essential building blocks to transform the "fault-resilient" grid of today into an "attack-resilient" grid of the future. 
